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Annotation. The article discusses the importance of automation for managing the intelligent
processes and evaluating the effectiveness of processes. Often this process requires the creative
approach of an analyst who has to read a lot of media information relating to the crowdsourcing
project activity. This may be messages from users, persons concerned, experts’ comments and
other information generated by society as a response to the project activity. For many reasons,
this is a non-optimal process, firstly, an analyst must review the entire array of information to
estimate the project activity, and it is difficult to parallel this task. Since the social situation is sub-
ject to variation just for several hours and the human factor keeps away from such efficiency, then
the evaluation relevance and up-to-dateness are compromised. It is necessary to automate the
evaluation process of the crowdsourcing activity and this is the essence of our approach. We have
developed the hierarchic thesaurus for highlighting the information from users' and persons’
concerned messages, in the press reports and blog comments. Findings show that crowdfunding
projects are hybrid in nature and include the elements of crowdsourcing, crowdsensing, crowd-
funding, crowdworking, and crowdsourced recruitment. We explored the possibility of automat-
ing the efficiency evaluation of various crowdsourcing working processes and proposed design
solutions for the development of such systems. The preliminary results indicate that leading is-
sues include the lack of financial guarantees and the likelihood of information leakage to compet-
itors. Hence, the first priority is to manage the exchange of money and information. By following
this strategy, the crowdsourcing platforms will reach a high level of responsibility among project
initiators and participants and will reduce the likelihood of tax avoidance by individuals, who
received a financial reward.

Keywords: Crowdsourcing project, Crowdsourcing, Crowdfunding, Survey, Social network.

INTRODUCTION

The problem of the crowdsourcing project
successfulness is far beyond the limits of manag-
ing or marketing challenges; this is enough com-
prehensive process which involves social, psycho-
logical, legal and other problems. For example, the
rational choice hypothesis can be out in the case
of information and communication technologies,
clearly useful crowdtechnologied can be differ-
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ently adopted by the end user and the adoption
is not always associated with the user’s usefulness
[1]. To successfully implement a crowdsourcing
project, we suggest using intelligent management
automation based on a generated thesaurus,
which creates a derivative problem — creating
a thesaurus based on crowdsourcing. Thus, our
work will solve a twofold problem: we will con-
sider a thesaurus not for processing crowdsourc-
ing data, and this thesaurus will be created based
on the principles of crowdsourcing. One of the
major problems in management is that the slow
pace of technology adoption does not meet the
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burst of technological advancement and innova-
tion. Attempts to make use of crowdsourcing as
a means for increasing the efficiency are direct-
ly related to changes that occur in the informa-
tion society and knowledge-based economy over
time as well as to the advent of novel electronic
communications. On the one hand, this is due
to the variety of definitions of crowd-sourcing,
and on the other - to the fact that most of these
definitions use the language of management and
concepts that do not have unambiguous corre-
spondences in the thesaurus of the social sphere.
Secondly, at the moment it is not clear how to sys-
tematize the use of crowd-sourcing in applied so-
cial research. Various examples of crowdsourcing
classifications are given in the literature, but they
also carry the problem of “foreign” language [2].

A well-built thesaurus has long been recognized
as a valuable tool in the efficient operation of an in-
formation retrieval system. This paper presents the
results of preliminary research aimed at determin-
ing the validity of the approach to the automatic
construction of global thesauri (originally described
by Crouch in [3] based on crowdsourced clustering
of the collection of documents. We'll show that the
use of thesauruses created by this method leads to a
significant increase in search efficiency in four test
collections. The term “discrimination value theo-
ry” used in the thesaurus generation algorithm for
determination of the membership the term in the
certain thesaurus class disagrees the useful criteri-
on for distinction between “good” and “indifferent”
or “bad” thesaurus. In conclusion, we propose an
alternative approach to crowdsourcing thesaurus
building which significantly simplifies the work on
creation of thesaurus viable classes. Experimental
results show that the described here alternate ap-
proach in some cases gives thesauri comparable in
search efficiency to thesauri obtained by means of
the first method at a far less cost.

Advantages of using crowdsourcing largely
depend upon the nature of the task. In general,
by implementing crowdsourcing technologies,
businesses can [4]:

« save their financial, human, informational,
energy and time resources;

« bring to bear on the knowledge, skills, expe-
rience and interests of the crowd and individual
participants;
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« bring their outputs to the public;

« build up contacts with the target audience;

« encourage others to participate in manage-
rial decision-making;

o« complete projects in a shorter period of
time.

In recent years, crowdsourcing has been de-
veloping rapidly around the world, such that
small and medium-sized companies raise a sig-
nificant part of their funds via crowd projects.
Due to the huge growth of information technolo-
gies, such as Internet of things, cloud computing
and so on, various institutions continuously gen-
erate tremendous data amounts for various appli-
cations. Under such conditions, it is necessary to
have a management mechanism for operating the
large-scale data with minimum costs [5].

While crowdsourcing offers new opportuni-
ties for the best analysis and processing the user
data, business entities that look into contributing
to such crowdsourcing should proceed with cau-
tion and stay informed to minimize the risk of
data security violation [6].

The global crowdfunding industry grew al-
most 13-fold in four years, reaching 34.4 billion
dollars in 2015 from 27.2 billion dollars in 2012.
Hence, the annual increment is over 200 percent
[7]. Approaches to managing data flows that are
essentially very different have the different na-
ture-different, in the works of many authors, the
models of operating unstructured and not uni-
form data are developed “Creating a portable,
high-level graph analytics paradigm for comput-
er and data-intensive applications” [8].

In our work, we'll develop a model for data
extraction from documents suitable for manage-
ment control of crowdsourcing processes in real
time.

According to the 2016-2020 Global Crowd-
funding Market Report, the crowdfunding mar-
ket is projected to grow at the compound annual
growth rate (CAGR) of 26.87 percent during the
period 2016-2020 [9]. According to Technavios
analysts, it is expected to register a CAGR of al-
most 17 percent by 2021 [10]. Among the crowd-
funding categories, the most popular include
business and entrepreneurship (41.3 percent),
social causes (19 percent), films and performing
arts (12.2 percent) [7].
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The first-category projects are funded via
donations, in return for a reward, while social
causes and films are financed under schemes
where reward is not implied. In spite of its inter-
national nature, 70 percent of the global crowd-
sourcing industry is occupied by the US and
European platforms. For instance, the top crowd-
funding players as of 2018 are the North Ameri-
ca (1.725.000.000 dollars) and Asia (1.054 billion
dollars), followed by Europe (6.480.000.000 dol-
lars) [9]. In that same year, P2P lending, which
is financing tool that allows individuals to lend
money to other individuals, became the most de-
manded form of crowdfunding, making up two
thirds of the market (25 billion dollars). In 2016,
the P2P lending segment accounted for almost 70
% of the global market and is projected to decline
to 54 % by 2021, exhibiting almost 16 % decrease
in market share [10].

Considering the above, the present research is
relevant and of interest.

1. LITERATURE REVIEW

Conventional thesaurus in the information
search environment can be called the global the-
saurus. The term “global” is used here to distin-
guish this type of thesaurus from the main the-
saurus [11]. In the global approach, thesaurus
classes after creation are used for indexing both
documents and enquiry messages. In contrast,
the local thesaurus uses information obtained
from documents received in response to a spe-
cific enquiry message for modification of this en-
quiry message which is then resent to the search
system for processing [12]. Thus, a global thesau-
rus is created prior to the indexing process and
is used to index both documents and queries,
whereas a local thesaurus is created dynamically
during query processing and is used to modify
only that query [13]. This article explores various
methods of constructing a thesaurus that have
appeared in the literature, and describes an ap-
proach to the automatic construction of a global
thesaurus based on the model of the values of dis-
crimination of terms and the corresponding clus-
tering algorithm [14]. The term “discrimination
value model” itself is based on the vector space
model, which will be described below.
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The term “crowdsourcing” was first men-
tioned in [15] in 2006. As of now, a considera-
ble amount of empirical material is accumulated,
which allows for determining the main crowd-
sourcing trends. In [4], a general crowdsourcing
model was presented. The said model is based on
a holistic approach to the adaption of innovations
in a company. One of the aspects embraced is the
compatibility between different configuration
choices of elements within a crowdsourcing pro-
ject. Another work [16] examined the relation-
ships between all components of the project: the
crowd, the crowdsourcer, the task to be solved,
and the crowdsourcing platform. In the mean-
while, there is a lack of engineering methods and
principles that help create quality crowdsourc-
ing-based solutions.

Today, researchers have not yet reached a
consensus on exactly which practices fall within
the category of crowdsourcing. In spite of dis-
agreement, several of key characteristics have
been identified [17]. Among them, crowdsourc-
ing involves the distribution of tasks among a
significant number of people (crowd). Although
communication between participants tradition-
ally occurs via the Internet, crowdsourcing does
not necessarily mean the use of Internet services.
Participants in crowdsourcing may receive mon-
etary rewards, recognition, or skill development
training. Sometimes, the results become aggre-
gated and the choice is made in the favor of the
best.

Depending on the context [18], crowdsourcing:

« provides for the transfer of certain produc-
tion functions to an indefinite number of persons,
and constitutes a public offer, which does not re-
quire an employment contract to be signed);

« is mainly used to collect and analyze aggre-
gate data from a crowd;

o refers to the collaboration of people who
voluntarily pool resources, mostly financial, usu-
ally via the Internet, to support other people or
organizations in their efforts;

« helps companies to execute serious tasks by
attracting people from all over the world, without
making them leave their homes;

o provides means to select the most promi-
sing carriers of professional competencies, that
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is, through observation and evaluation of candi-
dates within the workflow-like context;

o relates to loan-based forms of donation,
which involve individuals lending to other indi-
viduals or companies using specially created plat-
form.

Exploring crowdsourcing projects is difficult
in terms of methodology. In [19], authors draw
our attention to that in the theoretical and practi-
cal aspects there is still “terminological chaos.” In
this connection, many aspects cannot be found in
the theoretical framework. Many crowdsourcing
definitions or interpretations do not contribute to
the development of adequate techniques, which
can be used to evaluate and compare different
crowdsourcing projects. However, those methods
that exist also need to be analyzed, and any limi-
tations and inaccuracies that are inherent to them
must be abolished.

Various forms of crowdsourcing were consid-
ered in [18], alongside a discussion on their use,
which, as claimed, is aimed at turning the con-
ventional content management applications into
social machines in which tasks are performed as
optimal combinations of human and computa-
tional intelligence. There is also a framework in-
troduced for the analysis of the crowdsourcing
systems. Factors that promote the development
of crowdsourcing include the openness of compa-
nies towards ordinary users, the advantage of in-
dividuals’ creativity in the innovation process, the
creation of loyal virtual communities [20]. Kath-
leen Wilson and others were studying the crowd-
sourcing-based mechanism for increasing the ef-
ficiency of project management [21]. Considering
the experience of five gamification companies in
the US and Australia, crowdsourcing offers flexi-
bility, speed, dynamism and scalability to project
processes when the operation risks are low.

Taeihagh explored similarities and differences
between different types of crowdsourcing and the
sharing economy. The shared features that were
established by him involve the use of information
technologies, a reliance on crowds, monetary ex-
change, and the use of reputation systems [22].

Upon that, crowdsourcing campaigns are of-
ten launched for social causes [4], those in med-
icine [17], promoted by libraries, museums, ar-
chives [23], related to information products [24],
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emergency management [25], and industrial pro-
jects [26].

In general, making decisions on crowdsourc-
ing may involve risks, including legal risks that
are associated with intellectual property. In this
case [27], four different approaches may be ap-
plied to crowdsourcing intellectual property: pas-
sive, possessive, persuasive, and prudent.

Asitisstated in [28], the crowdsourcing-based
business model it tends to result in lower quality
compared with traditional way of doing work,
due to lose worker-employer relationships, skill
diversity of the crowd and anonymity of partici-
pants. Also, it is crucial to verify characteristics of
those involved in the crowdsourcing project, and
to check the quality of their work at each stage
(29, 30].

Vector space model. One of the main infor-
mation search models is the vector space model.
This model treats each document in the docu-
ment collection as a set of unique words or word
types. Then each document can be viewed as a
vector of terms, and the complete collection of
documents becomes a vector space of dimension
m, where m is the number of word types in the
collection. In the vector space model, the docu-
ment vector, dj, is represented by a set of terms,
where djk represents the frequency (or weight) of
the term k in the document j (i. e. The number of
times the term k appears in document j). If djk =
0, the term k does not appear in the dj document.
Queries, as with documents, are represented by
vectors of weighted terms.

Thus, despite the rapid pace of development,
international crowdsourcing projects see a low
level of responsibility on the part of project in-
itiators and project participants. Additionally, a
significant part of payments for the work remains
off the book. The purpose of this article is to
summarize the experience of participants in the
crowdsourcing campaign, donors and initiators,
to develop recommendations for the optimiza-
tion of settings in which the crowdsourcing pro-
ject takes place.

2. MATERIALS AND METHODS

Crowdsourcing was considered in our work
as the combination of human and computation-
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al intelligence, often involved when issues of
managing the building software projects are ac-
tual. During this process, various tasks become
available on the crowdsourcing platform, for
example, knowledge interchange, problem solv-
ing, problem discovery and innovative solutions.
This model is very useful when the team mem-
bers are at work upon one problem because they
know about the dynamics of developed solution,
even persons with similar experience outside the
group can be useful because processes related to
individual experience, individual competence are
often related to the problem. Under such condi-
tions, the solution found by the crowdsourcing
team core often simply pull a trump after im-
provement by a wider number of experts who
were not involved in the direct development of
the crowdsourcing product.

Before developing recommendations for the
optimization of settings in which the crowd-
sourcing project takes place, it is advisable to in-
vestigate the experience of participants in such
projects first.

With this aim in view, we conducted a sur-
vey of 447 respondents using computer-assisted
telephone interviewing (CATI). The sampling
process was performed in two stages. First, the
overall population of Russia was clustered by re-
gions, with the number of random respondents
in the cluster group that is proportioned to the
total number of residents in the given region.
Residents were recruited through random digit
dialing. Persons who admitted that they had ex-
perience of participating in the crowdsourcing
project were asked if they want to proceed with
online testing. Of those who agreed to participate
in the survey, 211 (47.2 %) previously took part
in the crowdsourcing projects. Of these, 183 (86.7
%) were acting as participants and donors, while
the 28 respondents were project initiators.

Respondents were given a link to the online
survey platform after receiving an informed con-
sent to participate in the reward-based marketing
research. In our opinion, such an approach is rea-
sonable and allows collecting reliable data, since
the proportion of Internet users is high enough
to extrapolate research results to the entire pop-
ulation.
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To validate data quality, the survey results
were compared with the information gathered
via profiling and in other projects. Multiple regis-
trations were handled using the built-in platform
features and limited to one for a certain time pe-
riod. The originality of answers was also moni-
tored. The sampling error did not exceed 5 %.

The survey results and recommendations de-
veloped on their basis are presented below.

3. RESULTS

An approach to building a thesaurus. When a
user submits a request to an information system,
the request is usually formulated to get as much
relevant material as possible, while rejecting most
of the irrelevant material. Thus, the user tries to
formulate a query that provides both a high de-
gree of recall (the proportion of relevant materi-
al extracted) and high accuracy (the proportion
of relevant material extracted). Since recall and
accuracy tend to vary inversely, such a result
usually cannot be obtained. But information re-
trieval systems may try to improve the wording
of the original query by providing methods to
improve memories and / or improve accuracy.
A thesaurus is generally considered to enhance
recall because it expands the query by adding
terms that are closely related or (in the context of
a collection) synonymous with the original query
terms. But a thesaurus can also be considered to
increase accuracy if the classes of the thesaurus
overlap or are non-exclusive [31]. Why is it so dif-
ficult to automatically build a global thesaurus?
In addition to the current research efforts to cre-
ate a relational thesaurus, almost all approaches
to building dictionaries are based on the statis-
tical coincidence of the word types in a text. The
term “discrimination value model” tells us that
only indifferent discriminators (which are gen-
erally low-frequency terms) should be grouped
into thesaurus classes. However, term matching
is particularly difficult to establish for low-fre-
quency terms, where automatic thesaurus con-
struction is most useful [32]. In fact, there are no
reliable methods for using collection statistics to
automatically build a thesaurus [33].

According to the 46th World Economic Fo-
rum, the key driver of the upcoming changes in
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business will be the aligning with digital technol-
ogies. The crowdsourcing technology here serves
a tool to accomplish this aligning and can be re-
garded as a contributor to the innovation-driven
development [34]. Crowdsourcing technology is
based on close social interaction of a large num-
ber of people at different levels. Development of
an automated control and decision system sup-
port in this area will require the creation of an
approach for automatic analysis of human com-
munications. To develop the algorithm, it is nec-
essary to use corpus systems, with the help of
which you can build the cognitive structure of
a certain semantic field (as an example, as often
used in volunteer projects — environmental).
Such structures will become the basis for the se-
lection of keywords and phrases. Thus, we present
the basis for graphical clustering algorithms. The
next step is to consider the interrelationships of
lemmas combined into lexical-semantic groups,
synonymic series, antonymic pairs, and associa-
tive chains. This work contributes to the devel-
opment of an algorithm for identifying related
components. To obtain such structures, we select
corpuses of small size, sufficient for applied pur-
poses. The next step should be building the con-
cordance. The statistical calculation program will
allow to identify key vocabulary, including col-
locations (combinations of words), which is sub-
jected to frame processing. Semantic grouping by
conceptual features relies on the subjective expe-
rience of the author and the nominative picture of
the considered fragment of reality available in the
language. Thus, the compiled concordance will
allow to perform hierarchical clustering. Analysis
of the existing dictionaries in the environmental
field shows their insufficient functionality, since
they perform the function of a reference book. At
present, the role of electronic dictionaries of this
type is essential, when the user finds the neces-
sary material at the request of his thought pro-
cess to express some idea within the framework
of the thematic field. Such a query determines
the importance of a functionally meaningful dic-
tionary based on a field cognitive structure with a
hierarchy of primary and secondary links. When
developing such a structure, we rely on our own
experience, research the encyclopedic material,
and identify aspects that will be essential for the
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user (in this case, the user can be any member of
the society or an expert in this field). In any case,
such a dictionary, intended for the general user,
will have a thesaurus that is known to everyone.
The need to create a functional-thematic diction-
ary according to the new concept is due to the
importance of understanding the account of the
paradigmatic and syntagmatic connections of the
nominative scheme (semantic network) of one
field. Such a dictionary should have such features
as logical coherence, structure, and informative-
ness. The first stage of the formation of this type
of dictionary is the identification of a classifica-
tion system with a hierarchically represented set
of semantic blocks.

1. The first group is called “Living organisms”.
It includes concepts that have their own life cy-
cle. In this categorical group, there are three main
types: living creatures, plants, and microorgan-
isms. The classification was based on sections
from ready-made models that classified living
organisms as a separate class. The nominative
picture of the considered thematic field will serve
as a support for the systematic representation of
the thematic vocabulary. The links in this struc-
ture are lemmas that should serve as signals for
information retrieval of the computer version of
the dictionary. Thus, the semantic network of the
basis of the future electronic dictionary distin-
guishes it from existing dictionaries in the field
of ecology. The cognitive structure of the themat-
ic dictionary will be built in such a way that the
user can logically understand the relationship of
all living beings on the basis of categorical, typi-
cal, generic, and species levels. At the same time,
at each level, in the second position, the poten-
tial lexical-semantic compatibility (syntagmat-
ics) will be revealed, indicating parallel variations
(paradigmatics).

2. The second group is “Inanimate organisms”.
This categorical group has 6 subordinate groups,
of which some are standard categories for ecolo-
gy, and some were identified during the selection
of terms by group. By the beginning of the clas-
sification, 4 standard categories were identified
which, like the categories of the first group, were
taken from existing categories. Standard ones
include the following: 1) “Land” which includes
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the terms “earth’, “dry land”, “soil’, etc.; 2) “Wa-
ter space” specified by names of all types of water
bodies; 3) “Air”, this category, apart from names
of “air space’, contains the words designating
gaseous substances; 4) “Cosmic space” includes
the names of all celestial bodies and the concepts
of space. The analysis of all ecological concepts
also shows that there are the names designat-
ing the living body particles, but they cannot
be designated as living bodies themselves. They
are divided into natural ones (for example, vita-
mins, hormones, homotelergones (the latter in-
clude biolins, epagones, odmichnions, toribones,
gonofions, etofions)) and artificial derivatives as
the result of human activity (we'll refer drugs to
them). Inanimate organisms also include objects
that are products of human activity (premises,
dishes, household items, etc.). In the planned
dictionary, it is advisable to distinguish a group
of lemmas-concepts that denote geographical ob-
jects such as the area, landscape, etc. A separate
group should be placed in the semantic group
“direction of ecology”, in which each direction is
served by a specific list of concepts.

3. The third group is “Being”. The nomina-
tions described in the above groups do not ex-
ist in isolation, vital activity presupposes certain
interrelationships both within one category and
between objects and subjects of different categor-
ical groups. Therefore, for the disclosure of the
thematic field “Ecology?, it is important to con-
sider the universal concepts of being, relations,
connections, states, characteristics, and actions.
These groups are identified based on the analysis
of the dictionaries of the environmentally orient-
ed thesaurus. The most numerous class was “pro-
cess’, the others are approximately the same in
terms of the number of terms “ability”, “system”,
“properties”, “state”, “condition”.

The best example is the category “process”, be-
cause it is the largest in terms of the number of
concepts. It is also easy to identify it by its main
features. The first most understandable selection
is a specific indication of the process in the text of
the interpretation of the term. For example, the
term “adaptation” has the following definition:
“adaptation is the process of adaptation of organ-
isms and species that occurs (during biocenogen-
esis)”. The following criteria for identifying terms
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in the “process” category are keywords, such as:
assimilation, accumulation, change, movement,
influence, occurrence, absorption, etc. For exam-
ple, adsorption is absorption of various substanc-
es from solutions. Salinity of the soil — the ac-
cumulation of water-soluble salts that cause salt
marches and salinity of the soil. The remaining
definitions were selected by understanding the
text of the term, and if a process was described,
the term was assigned to the appropriate catego-
ry. At this stage of working on this category, we
are considering the allocation of a subcategory,
for a more specific definition of terms.

Using the system of building a dictionary on
the principle of hierarchy, rather than the stand-
ard alphabetic system of representation of terms,
we propose algorithms for the compatibility of
thematic vocabulary based on the thesaurus.

Hierarchical and associative relationships can
be described using a multi-level system of rela-
tionships. We will denote each connection by
certain notations. The main symbols are TT, BT,
NT, RT. The first designation TT (top term) is a
term that is located at the top level of the hierar-
chy, in Figure 1 it is “living organisms” A term
that has a broader concept, and stands one step
higher, is denoted by BT (broader term), and if it
stands one level lower, it is denoted by NT (nar-
rower term). Associative relation uses the desig-
nation RT (related term).

The following offers how the terms interact
between themselves.

For description of hierarchic relations shown
in Figure 1, which was built for viewing the con-
cepts interaction between themselves. The spe-
cific concept “bird” is presented by categorical
concept “living bodies” because it is the highest
category in this scheme. However, the same term
“bird” has the closest specific concept given as
“animal world”, at the same time, it is lower-level
specific concept for this category. While the syn-
tagmatic relationship for this term “bird” can be
the word “to fly”, but this is only an example of
one concept, in real dictionaries there may be a
large quantity of such propositions or may not be
at all. When considering this issue, we were based
on the opinions of scientists who considered the
concept categorization.
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Fig. 1. Multilevel communication system

4. DISCUSSION

The crowdsourcing event is an ambiguous
phenomenon. It can take place as part of eco-
nomic (i.e., via investing activity as well as in
business and financial management), socio-psy-
chological (i.e., as group and consumer behavior
of participants) and marketing (i.e., for product
promotion, collection and analysis of feedback,
advertising, and PR campaign) processes.

As web-technologies advance, many people
take part in information production and dis-
tribution in the web-environment. In addition,
many researchers concerned themselves with
studies on elaboration of useful information us-
ing a thematic recommendation system, as the
volume and complexity of web information run
up [35]. The collective creation processes are not
an exception, crowdsourcing as a collective crea-
tion practical activity existed earlier, but only in
the recent decades crowdsourcing mainly bases
itself upon network communications, resulting in
alot of opportunities and drastically expansion of
the circle involved in creative activity. Thanks to
spreading out the intelligent devices and growing
the network technologies, everyone can easily get
access to web-data. In addition, everyone takes
an active part in information production and
distribution and this suggests the rapid growth
of the volume and complicity of web-data. Big
data are classified as structured or unstructured
data that cannot be collected or analyzed us-
ing conventional methods, the traffic within the
crowd-sourcing community in operation belongs
to the same data [35].
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At the current stage of economic develop-
ment, crowdsourcing is considered the leverage
of alarge group of people to do the work that was
previously conducted by one specialist alone.
The concept in question refers to the compliance
with the open source principles in areas that
not related to programming. The crowdsourc-
ing campaign is viewed as a means of problem
solving, which turns to numerous organizations
for assistance, most often via the Internet. It is a
business model within the framework of which
a company outsources tasks to a third party or a
group of consumers (i.e., a crowd). Making use
of the Internet allows organizing the interaction
between consumers in a simple way and without
unnecessary expenses as well as approach tasks
that were unimaginable in the era before the In-
ternet. Crowdsourcing can strengthen the pro-
vider-consumer relationships. Using the advan-
tages of a crowdsourcing platform, consumers
can receive the desired services, ideas and any
other content from the crowd, usually the online
communities, rather than regular employees or
suppliers. People who are acting independently
are ready to provide their services in return for
experience, recognition or reward. Modern-day
employers understand that technological ad-
vances allow people to develop their skills and
talents without leaving home, so they use so-
cial media and online forums where people are
invited to participate in the projects. However,
there are various security challenges and prob-
lems associated with remote work of employee
team, working on a common task, if the work
supposes the big data transfer [36].
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Crowdsourcing is part of what an Ameri-
can economist and innovation specialist Eric
Von Hippel calls the user-centered innovation.
In his own words, “Innovation is rapidly becom-
ing democratized. Users, aided by improvements
in computer and communications technology, in-
creasingly can develop their own new products and
services. These innovating users-both individuals
and firms-often freely share their innovations with
others, creating user-innovation communities and
a rich intellectual commons” [37].

Thus, crowdsourcing has undergone chang-
es. Now, it is a modern management tool, which
allows solving business problems by utilizing the
knowledge potential of employees, customers,
and partners.

The crowdsourcing platforms are to a great-
er extent one of the effective communication
tools implemented within the framework of an
innovative project, rather than a direct source of
funding. If properly conducted, the crowdfund-
ing campaign draws attention to the idea thereby
increasing the chances of an innovative project
to win the attention of consumers and investors.
With this approach to crowdsourcing, it is the at-
tracted audience feedback that is the indicator of
success, rather than funds raised.

The potential of socially active collective mind
is that it provides for the encouragement and en-
gagement of Internet users in order to solve a
clearly stated problem. In doing so, the collective
mind finds new opportunities for building up
multidimensional contacts with the society.

The concept of crowdsourcing has been crit-
icized though, due to application- and manage-
ment-related cons. The number one claim of
crowdsourcing opponents is that the crowd is an-
ything but smart; it is not able to create valuable
things, as it consists of different people who will
fail to agree upon and develop an effective solu-
tion. Most often, a solution rises when the crowd
itself consistently rejects incorrect decisions and
thereby settles on a positive result. The second
disadvantage is the unfair reward. Only a limit-
ed number of people receive a reward, while the
remaining participants work for free. This gives
rise to a belief that professionals make little ac-
count of crowdsourcing technologies, since they
value their own time and do not want to waste it.
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However, almost all platforms for creative crowd-
sourcing (approach in which participants create
complex labor-intensive products) suggest work-
ing on the basis of prototypes or limited solu-
tions. Further work in this case is possible only
when the customer defines one or several win-
ners. For many professionals in developing coun-
tries, taking part in crowdsourcing projects may
be a major source of income.

Third, the crowdsourcing solution is not nec-
essarily the cheapest way of solving a problem.
For example, hiring a logo designer to create a
trademark is often a money-saving decision be-
cause resources allocation for logo showcase,
communication with the audience, and advertis-
ing need additional funds to be put into action.
The last two disadvantages are the information
leakage and inconsistency in the actions of par-
ticipants.

According to our observations, the major
problems with the crowdsourcing campaigns are
that the initiated projects are not elaborated to a
sufficient extent and lack the levers of influence
on participants in the project (to make them
deliver on obligations) and on the initiators (to
make them pay for the work). The increase in the
information volume controlled by an information
manager over the past decades influenced on the
need to automate the processing of unstructured
information in order to develop optimal manage-
ment decisions. And last but not least, this is my
contribution to increasing the confidentiality of
the management process by using a hierarchical
thesaurus approach to the processing of some
confidential pieces of information, and excluding
an analyst employee from this process. This im-
provement in the security of the project can be
considered very important. An extensive over-
view of new cyberspace security challenges and
processes in cyberspace is given in the book [38].
to ensure the security of processes in cyberspace,
different authors offer very different methods, as
an example, we can mention the work [39] sug-
gesting the use of even deep learning neural net-
works to ensure the security of cyber processes;
neural networks are a widely used tool for many
computational tasks, but it seems for the first
time that we see the use of this tool for ensuring
transaction security, which can serve as an indi-
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rect marker of the complexity of the discussed
problems and an unsatisfactory assessment of the
situation with the security of network protocols,
since such exotic tools appear. As a similar exot-
ic tool for analyzing the problems of interaction
between a large number of individuals, the work
can serve [40]. We consider this a promising ap-
proach that can be applied to develop the prob-
lems described in our work; metaheuristic algo-
rithms are an example of adequate solutions to
difficult-to-define problems, such as the problem
of ensuring the safety of a team of employees in-
volved in a crowdsourcing project.

To increase the crowdsourced security and
the likelihood of crowdsourcing project imple-
mentation, platforms must deanonymize both
the participants and the initiators of the crowd-
sourcing project. Consequently, the social net-
works will play a key role in the development
of crowdsourcing, which was the reason for its
emergence in the first place. In social communi-
ties, individuals exchange information on a con-
stant basis and in doing so they create an oppor-
tunity for generating, distributing and discussing
benevolent content. Through the rapid dissemi-
nation of information, social networks have the
ability to mobilize human resources within a
short timeframe to solve any social problem as
well as provide the history of activity of individu-
al participants and initiators.

That way, various websites and social net-
works, which are used to popularize the crowd-
sourcing projects and attract investors, resemble
a unique phenomenon, as they transform the
accumulated social capital into financial capital.
The crowdsourcing platforms can also be used to
implement research projects and undertakings. A
crowdsourcing project is characterized by a broad
range of subjects, microfinancing, cross-border
engagement of participants, networked organiza-
tion, and by cost-effectiveness [18].

5. CONCLUSIONS

We developed and conducted an experiment
to study the possibility of building a global the-
saurus based on a crowdsourcing model for de-
termining the meaning of discrimination of terms
and the corresponding clustering algorithm.
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A thesaurus construction procedure was devel-
oped, implemented, and applied to two standard
test collections. The results of the experiment
show that the basic structure of the thesaurus
classes can be disclosed for a particular collection
by applying the appropriate clustering algorithm
to the documents and recognizing certain rela-
tionships between the low-frequency terms of the
clustered documents. Moreover, such a thesaurus
can be built in the course of a crowdsourcing pro-
cess; in the future, such a process can even be au-
tomated. The current crowdfunding projects are
usually hybrid and include the current crowd-
funding projects are usually hybrid and include
the elements of crowdsourcing, crowdsensing,
crowdworking, and crowdsourced recruitment

Some conclusions that can be drawn from
the preliminary analysis using our proposed ap-
proach to the crowdsourcing project of environ-
mental monitoring of salt-dome landscapes of
East Kazakhstan, allows us to draw the following
conclusions.

Due to the lack of contractual relationship be-
tween participants in the project and its initiators,
the major problem that arises in crowdsourcing
is the lack of financial guarantees. Additional-
ly, participants may be involved in the leaking
of project-related information to competitors at
any stage of project realization, which places a
question mark over the reasonability of crowd in-
volvement. These problems can emerge alongside
the secondary issues:

« valuable information leakage due to the ac-
tions of malicious executants;

« project abandonment;

o the lack of discipline among participants,
especially after receiving an advance payment;

o the lack of mechanisms for influencing pro-
ject participants;

o self-indulgent and unpredictable behavior
of participants.

The act of deanonymizing participants and
initiators by referring to their social pages will
provide parties that are involved in the crowd-
sourcing project with the following information
about the workforce standing behind the project:

1. Competencies and skills, from professional
to specific such as:

« teamwork competence;
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« soft skills;

« creativity

« systematic thinking, etc.;

2. Details about the personality:

« tolerance to constructive criticism;

o character traits (attentiveness, perseverance,
diligence, being trustworthy);

3. Project participation/realization statistics.

From this perspective, managing money and
information flows is a first priority to ensure the
overall, financial and information security within
the project.

To successfully promote crowdsourcing, initi-
ators must to increase their communication with
the crowd. For this purpose, mediators such as
crowdsourcing agencies and platforms that com-
bine functions of an information website and a fi-
nancial intermediary may be involved. The most
famous crowdsourcing platforms are the Amazon
Mechanical Turk (MTurk) and the Inno Centive.
There are also cases of capital rise via highly spe-
cialized intermediaries (e.g., using blog posts).
In this case, initiator turns to the crowd with a
specific problem (e.g., posts a message will all the
insights needed), sets a timeframe and a certain
reward for its solution. The initiator has no right
to directly influence the crowdsourcing process.

The crowdfunding process differs from
crowdsourcing in terms of mediators. The crowd-
funding platforms provide for the accumulation
of financial resources. The Kickstarter, for exam-
ple, is a platform where project initiators can set
the funding goal, the timeframe, and a reward for
each specific project.

In crowdsourcing, participants in commu-
nication are engaged in the equality-based work
relationship; hence, exploitation and propaganda
are not an issue here, especially if there is an op-
portunity to make public the cases of non-pay-
ments, fraud, failure to meet deadlines, etc. Thus,
removing confidentiality of information about
participants in the crowdsourcing project and its
initiators by referring their social webpages en-
sures both the information security and financial
discipline. This approach is aimed at protecting
the participants. Yet, services that help employees
influence the level of wages and work arrange-
ments are increasingly emerging.
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In the context of virtual communication and
weak formal institutions, the role of social ties is
gaining importance, such that these ties become
the main leverage to increase work efficiency and
protect against precarization. The long-term co-
operation relationships and contacts that were
built up through the social networks result in
trust between parties and guarantee the fulfill-
ment of obligations.

Social networks are not subject to crisis and
external factors, they do not depend on political,
economic, environmental, or demographic situa-
tion in a country or region. The only threat here is
a decrease in attendance; however, there is always
an opportunity change the platform.

Social networks provide a detailed statistic
about the use of links, articles, and content distri-
bution. Moreover, they can be used to popularize
the crowdsourcing projects and attract investors.

The crowdfunding platforms can set a pledge
threshold so that the funds are transferred only
upon meeting it but not every platform has such a
feature. The use of a pledge crowdfunding mech-
anism depends on the choice of a business model.

We suggest considering the following indica-
tors of the crowdsourcing campaign:

1. Goal Fulfillment Rate. Reflects the quality
of project promotion;

2. Average Donation.

3. The Number of Donors.

4. The Number of Page Views.

5. The Number of Clicks that the Project Re-
ceived. Reflects the success of a PR campaign;

6. The Proportion of New Investors. Reflects
the success of project promotion;

7. Investor-to-Total Viewers Ratio. Allows the
project initiator to evaluate the return on the in-
novation idea;

8. The Number of Comments Left. Projects
may be of different interest to platform users.

9. Statistics collected for other projects that
were launched by the same initiator(s);

10. Project Openness (this refers to the pro-
vision of information about the fundraising pro-
gress and professional views).

Project initiators can understand the opinion of
potential buyers about the project idea by analyzing
the tone in which they write. It is also crucial to re-
spond to almost every comment, which they leave.
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Crowdsourcing solutions are gaining popu-
larity among small investors who seek a platform
for the accumulation of small capital in return for
a certain reward. Such investors will not become
business angels, as they do not have sufficient
resources for independent or share financing of
innovations. Beyond that, the popularity of this
method is pumped by a decrease in the public
confidence in banks, which was triggered after
some of them reached bankruptcy.

Today, researchers have not yet reached a con-
sensus on exactly which practices fall within the
category of crowdsourcing. According to differ-
ent sources, the act of crowdsourcing involves the
distribution of tasks among a significant number
of people. Although communication between
participants traditionally occurs via the Internet,
crowdsourcing does not necessarily mean the use
of Internet services. Participants in crowdsourc-
ing may receive monetary rewards, recognition,
or skill development training. Sometimes, the re-
sults become aggregated and the choice is made
in the favor of the best.

Due to the lack of contractual relationship be-
tween participants in the project and its initiators,
the major problem that arises in crowdsourcing
is the lack of financial guarantees. Additional-
ly, participants may be involved in the leaking
of project-related information to competitors
at any stage of project realization, which places
a question mark over the reasonability of crowd
involvement. These problems can emerge along-
side the secondary issues such as the leaking of
valuable information due to the actions of mali-
cious executants; project abandonment; the lack
of financial discipline; the lack of mechanisms for
influencing project participants; self-indulgent
and unpredictable behavior of participants.

Respondents in this study recommend com-
panies to carefully weigh their decisions regarding
the projects and to launch only well-elaborated
projects. Aside from that, the crowdsourcing plat-
forms must deanonymize the participants, espe-
cially in projects that offer financial rewards. Such
an approach allows the increase in responsibility
for the quality of work and financial matters.

Within the framework of our approach, based
on hierarchical thesauri, models can be created
for any fragment of reality (for all spheres of so-
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cial activity). Equally, algorithms can be creat-
ed to automatically assess the attitude of a large
number of individuals expressed in writing to
any socially significant issue.

It remains to be determined whether these re-
sults can be generalized.
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